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METOOMNMYECKUWE PEKOMEHOALUUU
K cueHapuio 3aHaTua «PA3rOBOPbI O BAXKHOM»

ana oéyvarwmxca 8-9 Knaccos

3aHATHe 24

LUucdpoBon WwmrT.
OCHOBHbI€e nNpaBuJia 6e30nacHoOCTU B ceTn MHTepHeT

[aTta 3aHaTuda: 2 mapTta 2026 roga.

Llenn 3aHATUA: OCMbIC/IEHME  TMOHATUS  «KUBeprurmeHa;
pacLlMpeHmne npeactaBneHnm o0 OCHOBHbIX BUOAX KUOepyrpo3s u
crnocobax MpPOTUBOOAENCTBUSA UM; DOPMUPOBaHME Y OOyYaroLLMXCS
OCO3HAHHOIro OTHOLLUEHUSA K LUMDPOBON cpede Kak K MPOCTPAHCTRBY,
TpebyoLleMy TMYHOM OTBETCTBEHHOCTU; OPMUPOBAHNE OCO3HAHHOM
B3aUMOCBSA3U MeXay JIMYHOM UMdPPOBON TMrMeHon n 6e30MacHOCTbIO
rocygapcTBa; pPa3BUTUE KPUTUYECKOrO MbIlAeHUa ”  UndpoBoun
rPaMOTHOCTMW.

dopmMupyoLmecs LeHHOCTU: XKN3Hb, IPaXXOaHCTBEHHOCTb.
OCHOBHbIe CMbICNbI

e JIMYHaAA OTBETCTBEHHOCTb B UMDPOBOM cCcpepe — 2ITO
OCO3HaHHas 3aboTa o0 cebe, KOTOpas CTAaHOBUTCS BKJIAOOM B
6e30MnacHOCTb OBLecTBa U rocygapcTia.

e LndpoBon cneg — 310 HeobpaTMMas COBOKYMHOCTb OAHHbIX.
NMHdopMaumns, pasMelleHHass B BUPTYaslbHOM  cpefe,
CTAHOBUTCSA OOLWEOOCTYNMHOM N MOXET ObliTb MCMNOJSIb30BaHAa
3N10yMbILUNEHHMUKAMKN  NMB6o  obpalleHa MpoTMB  CaMoro
MNoNb30BaTeNId, B TOM 4YUC/e B PaMKax MNPOTUBOMNPABHbIX
0EenNCTBUN.

e UncdpoBom ™Mump — YyacTb €OMHOrO MPaBOBOro Mo
rocypapcTtBa. [lpoTnBONpaBHbIe OENCTBUA, COBeEpLUaEMble B
LNMPPOBOM MPOCTPAHCTBE, HE aHOHUMHbI U NpecsieayrTcs no
3aKOHY.
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e B cutyaumm HeonpenoeneHHOCTU UK yrpo3bl B ceTn VIHTepHeT
HeobXxoOMMO He3aMeOUMTeNIbHO OBPAaTUTbCA 3a MOMOLLbIO B
NnoNnUnIo.

NMnaHupyeMblie pe3ynbTaTbl 3aHATUA]
JINUHOCTHbIE pe3ynbTaTbl

B chepe rpaxgaHCKOro BOCrnMTaHMS: YBaXXeHne npas, cBodon u
3aKOHHbIX WMHTEPECOB APYrMx Ntoaen; akTUBHOE YyYaCTue B MXXU3HU
CeMbMW, POAHOIO Kpas, CTPaHbl; HeEMpPUATHE NIOObIX POPM IKCTPEMM3IMA,
ANCKPUMUHaAUUN.

B chepe natpmotmyeckoro BOCMUTaHMSA: OCO3HAHME POCCUNCKON
rPaXXaaHCKoOM NOEHTUYHOCTU B MOIMKYJIbTYPHOM U
MHOrokKoHdeCcCcnoHaIbHOM ObBLLEeCcTBe.

B copepe AyxoBHO-HPABCTBEHHOIrO BOCIMUTAHUS., OPUEeHTauna Ha
MOpasibHble LUEHHOCTU N HOPMbI B CUTYaLMAX HPABCTBEHHOIO BbIOOPA;
rOTOBHOCTb OLEHMBATb CBOE NnoBedeHue M NOCTYMNKW, noBegeHune um
MNOCTYNKW APYrmnx Nogen ¢ no3numm HPaBCTBEHHbIX M MPAaBOBbIX HOPM
C YYeTOM OCO3HaHMA nocneacTBMM  MNOCTYNKOB, cBoboga U
OTBETCTBEHHOCTb JIMYHOCTU B YCJIOBUAX WHOMBUAOYANBHOIO U
0o6LLEeCTBEHHOro NPOCTPAHCTBA.

B coepe usmyeckoro BOCMUTAHUS: OCO3HAHME LEeHHOCTU
YKU3HU; cobnogeHne npaBwun 6e30MacHoOCTU; CNOCOBOHOCTb
ajanTupoBaTbCa K CTPECCOBbIM  CUTyaUUaAM U MeHaALWMMCA
coumnanbHbIM, MHAOOPMALMOHHBIM U MPUPOOHLIM YCNOBUAM, B TOM
ynucsie OCMbICIAA COOCTBEHHbIM OMbIT U BbICTPaMBas OafibHenwmne
Lenun; yMeHume MnpuHMMaTb ceba M OpYyrux, He OCYXAAs;, YMeHue
OCO3HaBaTb CBOE 3MOLMOHANIbHOE COCTOAHME U 3IMOLMOHANbHOE
COCTOSAHME OPYrmnx, yMeHme ynpaBnsaTb COOCTBEHHbIM 3MOLIMOHATbHbIM
COCTOSAHMEM; POPMUNPOBAHME HaBblKa pedneKcnmn, npmnsHaHme CBoero
MpPaBa Ha OLWMNOKY N TAaKOro »Ke npaBa ApYroro yenoBeka.

B cgepe uyeHHOCTM HAYy4YHOro [rO3HaHUS. OpWeHTaumMa B
nesaTeNbHOCTM Ha COBPEMEHHYIO CUCTEMY HAYUHbIX NpeacTaBieHnim ob
OCHOBHbIX 3aKOHOMEPHOCTAX pPa3BUTUA desioBeKa, npupoabl w©

1 B cooTBeTcTBMMU C pabouer MpOrpamMMon Kypca BHeYPOUYHOW OeAaTeNbHOCTU «Pa3roBopbl O
BaXXHOM» Ha 2025-2026 roabl.
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obulecTBa, B3aMMOCBSA39X 4esiloBeKa C I'Ipl/IpO,D,HOVI N coumanbHOW
cpenon; oBflageHne OCHOBHbIMU  HaBblKaMW  UCCeO0BaTEIbCKOW
0edTesibHOCTHN, YCTaHOBKa Ha OCMbICieHME OIlbITa, HabnoeHUN,
NMOCTYMNMKOB W CTpeMJieHNne cCcoBepLlleHCTBOBATb TMYTU OOCTUNXEHUNA
MHONBUNAOYANIbHOIO M KOJINTEKTUBHOIO 6/1aronosyyums.

B cpepe agantaymm obyyaroLLerocs K M3MEeHSIOLLMMCS Y C/IOBUSM
coumasibHoM U [pPUPOAHOM Ccpedbl. OCBOEeHMe OobyyaroLMMNCS
coumanbHOro onbITa, OCHOBHbIX coumanbHbIX ponen,
COOTBETCTBYIOLUMX BeayLLen 0eaTenbHOCTU BO3pacTa, HOPM U MpPaBuJl
o6LLEeCTBEHHOIro noBegeHunsa, opM coumarbHOM XXU3HW B rpynnax u
coobLllecTBax; OCO3HaBaTb AeduuUUTbl COOCTBEHHbIX 3HAHUN WU
KOMMeTeHUMW, MNaHUPOBaATb CBOE pPa3BUTUE; Pa3BUTUE YMEHUS
OLLeHMBATb CBOU AENCTBUSA C YUYETOM BIIMSAHUA HA OKPYXKAIOLLLYIO cpeay,
OOCTUXKEeHUA uUenem 1 npeoaosieHnsa  BbI3OBOB, BO3MOXXHbIX
rno6anbHbIX NOCNeaCcTBUN.

MeTanpeaMeTHble pe3ynbTaTbl

B coepe oBiageHus no3HaBaTes/IbHbIMU  YHUBEPCASIbHbIMU
Yy4ebHbIMU AEeNCTBUSIMU: BbIOUMPATD, aHANN3NPOBATb,
CUCTEMATU3NPOBATb N UHTEPNPETUPOBATb MHMPOPMALMIO PAa3NYHbIX
BUOOB W HOPM MNpeactaB/ieHnda; CaMOCTOATeNIbHO  BbIOMPaATb
ONTUManbHYO GOPMY nMNpeacTtaBfeHna MHdopMaumm, oueHMBaTb
HaOeXHOCTb  MHMOpPMauUnm no KpUTepuam, npeasIoOXXEHHbIM
negarormyeckmnm PABOTHMKOM Nty CHOPMYNNPOBAHHBLIM
CaMOCTOATENIbHO, CUCTEMATU3NPOBATb MHMDOPMALMIO.

B coepe oBraaeHUss KOMMYHUKATUBHBLIMU YHUBEPCAIbHbIMU
YYEOHbIMUN AENCTBUSAMU: BOCMPUHUMATb U POPMYIMPOBATb CYXKAEHUS,
Bblpa)aTb 3MOLUUN B COOTBETCTBUM C LLeIIMU U YCIIOBUAMU OBLLIEHUS.

B copepe oBrageHuss - perysistuBHbIMU - YHUBEPCASIbHbIMU
YYEOHbIMU [ENCTBUSIMU. OPUEHTUPOBATLCA B PA3/IMYHbIX Noaxoaax K
NPUHATUIO pelleHnn (MHOMBUAYaIbHOE, MPUHATUE peLUueHni B rpynne,
APUHATUE  peLueHnn roynnown), penatb BbIGoOp U  6paTb
OTBETCTBEHHOCTb 3a pelleHune; BnageTb CnocobaMm CaMOKOHTPONS,
CaMOMOTUBALUUN N pedNieKCUN, OOBACHATb MNPUUYUHBbI OOCTUIXKEHUS
(HEOOCTMXKEHMNA)  pPe3ynbTaToB  AOeATeNbHOCTW, [daBaTb  OLEHKY
NpMoBpeTeHHOMY  OnbITY, YMeTb HaxoauTb  NO3UTUBHOE B
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npousowlellen cuTyaumu; oueHMBaTb COOTBETCTBME pe3ysbTaTa
Lesn U YCNoBUAM; NMPU3HaBaTb CBOE MPAaBO Ha OLUMOKY M Takoe e
MpaBoO APYroro; NpuHMMaTb ceba 1 OPpYyrmx, He OCyXaas; OCO3HaBaTb
HEBO3MOXXHOCTb KOHTPOJIMPOBATb BCE BOKPVYT.

NpeaMeTHbIe pe3ynbTaTbl

Pycckuyt  g3biK:  BblOeSIeHMe T[aBHOM U BTOPOCTENEHHOM
MHDOPMaLUUKN, ABHOMN U CKPbITON MHMOPMALMKM B TEKCTE, N3BJIeYEeHMe
MHDOPMALUUM K13  Pa3/IMYHbIX UCTOYHUKOB, €€ OCMbIC/NIeEHnE U
onepupoBaHuMe eto.

VIHbopmaTmka:  OCBOEHUe % cobnogeHne  TpeboBaHUN
6e30nacHON aKCcnayaTaumm TEXHUYECKUX CPeacTB MHMDOPMALMOHHO-
KOMMYHUKAUMOHHbIX TEXHOMOMMM; pasBuTMe YyMeHua cobnogaTb
ceTeBOW 3TUKET, 6a30Bble HOPMbl MHDOPMALUMOHHOM ITUKM M NPaBa
npun paboTe C MPUNTIOXXEHUAMU HA NHOObIX YCTPOMCTBAX M B CeTU
NHTepHeT, BbiIbunpaTb 6e30nacHble cTpaTermm noBeageHms B CeTu.

VicTtopumsi: dopMmMpoBaHme yMeHud onpenenaTtb %
apPryMeHTnpoBaTb COOCTBEHHYIO UTN NPEOSIONKEHHYIO TOUKY 3peHUsd C
onopom Ha @akKTnyeckmm ™MaTepman, B TOM 4ucCie UnCNosb3yd
MCTOYHMKMN Pa3HbIX TUMOB.

O6LyecTBO3HaHMe: pa3BMBATb YMEHUS aHan3nMpoBaTh,
obo6LaTb, CUCTEMATU3INPOBATb, KOHKPETU3NPOBATb U KPUTUYECKU
oueHMBaTb  CcouManbHYKO  MHMDOPMAUUK, COOTHOCUTbL ee C
COBCTBEHHbBIMW 3HAHUAMKM O MOPAasIbHOM U MPABOBOM pPerysinpoBaHnm
noBeOeHNsa 4YenioBeKa, JIMYHbIM COUMasibHbIM  OMbITOM; pa3BUTUE
YMEHNN OLEeHMBaTb COOCTBEHHbIE MNOCTYMNKW U noBegeHue apyrux
NIOOeEN C TOUKU 3PEHUA UX COOTBETCTBUA MOpPasibHbIM, MPABOBbLIM U
MHbIM BUOAM.

MpoaoMKUTEeNbHOCTb 3aHATUA: 30 MUHYT.

PekoMeHayeMaa ¢opMa 3aHATUA: Mo3HaBaTesibHas 6ecepna.
3aHATME BKJ/OYAET MPOCMOTP BuMOeoMaTepmasioB W BbINOJIHEHUE
MNPAaKTNYEeCKOro 3agaHus.
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KoMnnekT MaTepuanos:

e CLEeHapwum;

e MeToAnYecKMme peKoMeHaaLum;
e BMOeoMaTepwuansbl

e MPaKTMYECKOEe 3adaHue;

e rpe3eHTaumus.

dTanbl 3aHATUA

MoTUBaLUMOHHO-LEeNIeBOMN 3TaNn: MPOCMOTP BUOEOPO/IMKA-aHOHCA,
oecepna.

OcCHOBHOM  3Tan: becepna, MNPOCMOTP " obcyxgeHune
BMOEOPONINKA, BbIMOJIHEHME MPAKTUYECKOro 3agaHuns.

3aknouuTenbHbIM 3Tan: 6ecena.

MoTuBauuMoHHO-LeNneBou 3Tan

OCHOBHbIE CMbIC/IbI: NNYHAA OTBETCTBEHHOCTb B LMMOPOBOMU
cpene — 23TO OCO3HaHHas 3aboTa O cebe, KOTOpas CTAHOBUTCHA
BK/1aAOM B 6€30MacHOCTb OOLECTBa U rocyaapcTBa.

3agayu:

e aKTYaJIM3MPOBaTb 3HAHUA OOYYaLWMXCA O LUPPOBOM
CyBepeHUTeTe CTpaHbl U3 3aHATUN Kypca «Pa3roBopbl O
BaX>XHOMY);

e CcopMMPOBaTb MOHMMAHUE BaXXHOCTU COOMOOEHUA MPaBuUIl
LMDPOBOro aTUKeTa.

DopMbi paboThI:

o Oecepa;
e MPOCMOTP U OOCYXKOEeHMEe BNOSOPONMKA.
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DHAAUF priveietony PA3rOBOPb

.......

OCHOBHOM 3Tan

MpaBuna uMdpoBor rMrMeHbl NoApPoOcCcTKa

OCHOBHbIE CMbIC/IbI: NNYHAA OTBETCTBEHHOCTb B LMMOPOBOMU
cpeoe — 3TO OCO3HaHHasa 3aboTa O cebe, KOTOpas CTaAaHOBUTCA
BK/1aOOM B 6€30MacHOCTb OOLEeCTBA M rOCyaapCcTBa.

3agayu.

ob6cyanTb C OOYyUalLLMMUCA OCHOBHbIE MpaBuiia LUhPOoBOM
FUreHsbl;

chopMUpPOBaTb OTBETCTBEHHOE OTHOLUEHME K COXPaHEeHUIo
KOHMDUAEHLUMANBbHOCTU NepCoHabHbIX JaHHbIX, pa3MelLlaeMblX
B UHTEPHETE;

BblpaboTaTb  HaBblKM  KPUTUYECKOTrO  MbIlWIEHUa  NpuU
MOJIlyYeHUN MHDOPMaLIMK U3 HEMPOBEPEHHbIX MCTOYHUKOB;
PAa3BUTb NPaKTUYECKMNE HaBbIKW 3aLLUMTbl TMYHOM MHDOPMaLUW.

DopMbl paboThI!

2.

becena;
MPOCMOTP U O0BCYXXAeHMNe BUOEOPOIMKA.

LUuncdpoBble npecTynneHus U npaBoBas OTBETCTBEHHOCTb

OCHOBHbIE CMbIC/IbI; UNMDPOBON MUP — YaCTb €4MHOIro NPaBoOBOro
nonga rocypapctBa. [lpoTMBonpaBHble OEeNCTBUA, COBepLUaeMble B
LMPPOBOM MPOCTPAHCTBE, HE aHOHUMHbI U NPecNenyTCa Mo 3aKOHY.

3agayu.

BOCMUTATb KYJIbTYPY 3aKOHHOro noBefeHua B LUdpoBOU
cpepne;

pacckalaTb O MOCAEeACTBUSAX MPOTUBOMPABHbIX OENCTBUN B
LUMPPOBOM MPOCTPAHCTBE;

ob6CcygnTb C OBYYaOLWMMUNCA peasibHble MPaKTUKM BOBNEYEHUSA
NOAPOCTKOB B MOLLEHHUNYECKME CXEMBI,

&
C P
PETVIOHBI wm—— 0 BAYKHOM 2026-_5‘.‘229".1,".9.':
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e MPOAHANM3NPOBATb MPUUYMUHBI WU MOCNEeACTBUA YydacTua B
MOLUEHHUYECKNX CXeMaX ansg oyayLero nogpoCTKOB;

e ChopMMpOBaTb MPaBOBYIO KOMMETEHTHOCTDb,
CMOCOBCTBYIOLLYIO NPpOodUNaKTUKe NpaBoOHAPYLLUEeHUN.

Dopma paboThl.

o Oecepa.

3. MolleHHUYecKue cxXeMbl BOBJIeUEeHUA MNOAPOCTKOB B
npoTuBonpaBHbie AedAHUA

OCHOBHbIE CMbIC/IbI: NWYHAA OTBETCTBEHHOCTb B LMMDPOBOMU
cpeoe — 3TO OCO3HaHHaa 3aboTa O cebe, KOToOpas CTAaHOBUTCA
BK/I1aOOM B ©6e30MnacHOCTb obuwlectBa WM rocypapctBa. UndpoBon
MUp  — yacTb  eauHOoro MPaBOBOro nons rocygapcTBa.
MpoTuBONPaBHbIE OencTBuS, coBepLUuaeMble B LNDPPOBOM
MPOCTPAHCTBE, HE aHOHUMHbI U NpPecnenyrTCca NO 3aKOHY. B cntyaumm
HeonpegeneHHoOCTn unn yrpo3bl B cetTn WIHTepHeT HeobXoamMo
He3aMeonTesIbHO 0BPaTUTBCA 3a MOMOLLbIO B MOSMNLUIO.

3afayn:

e npenynpegntb O MOLUEHHUYECKOWM CXeMe, CBA3aHHOM C
apeHOOM aKKAYHTa;

e pacckasaTb 006 YrosoBHOM OTBETCTBEHHOCTM 3a JdaHHoe
npaBoOHapYyLUEeHWe.

Dopma paborThbi:
e Oecepa.

4. [eCTPYKTUBHbIN KOHTEHT: MeTopAbl 3alUUTbI 7
OTBEeTCTBEHHOCTb 3a pacnpocTpaHeHue

OCHOBHbIE CMbIC/IbI: MPOTUBOMPABHbIE OEeNCTBUSA, COBEepLUaeMble
B UMDPOBOM MNPOCTPAHCTBE, HE aHOHUMHbI U MpecreayrTca Mo
3aKOHY. B cutyauum HeonpeneneHHoOCTU Unun yrpo3bl B ceTn HTepHeT
Heob6XxoaAMMO He3aMeaIMTeNIbHO O6PATUTLCA 3a MOMOLLbIO B MOSIULMUIO.
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3agauu:

e pAcCCKasaTb O MexaHM3Max 3aWuTbl NOAPOCTKOB  OT
OECTPYKTUBHOIMO KOHTEHTA;

e 00OO0O3HAUYMTb MPABOBYK OTBETCTBEHHOCTb 3a MNPOCMOTP WU
pPacnpoCTpaHeHne OEeCTPYKTUBHOIO KOHTEHTA3;

e [PAa3BUTb HABbIKM 3MOLIMOHAIbHON YCTOMUYMBOCTM NOOPOCTKOB
M UX YMEHUS OTKa3aTbCA OT COMHUTENBbHOIoO UMDPOBOro
obLweHuns.

Dopma paborThi:
o Oecepa.

S. OecTpYKTUBHbIE COOOLLECTBA: KaK Pacno3HaTb U usbexxartb

OCHOBHbIE CMbIC/IbI; MPOTUBOMPABHbIE OENCTBUSA, COBEpLUaEMble
B UMDPOBOM MNPOCTPAHCTBE, HE aHOHUMHbI U MnpecnenyrTca Mo
3aKOHY. B cutyaumm HeonpeneneHHoOCTU UAn yrpo3bl B ceTu VIHTepHeT
HeoBXOOMMO He3aMeaINTEIbHO OBPATUTBHCHA 3a MOMOLLbIO B MOJIULIUIO.

3agauu:

e VNHMOOPMUPOBATb OOYYAKOLLMXCSH O MPU3HAKaX AeCTPYKTUBHbIX
COODOLLECTB;

e [aTb npencrtaBlieHne o) BO3MOXXHbIX nocrieacTBUAaAX
BOBJIeUYEHUS NOAPOCTKOB B TakKMe rpynnobl;

e copMMpoBaTb HaBbIKW KPUTUYECKOro BOCNPUATUS
NHMOopMaunu;

e OTpaboTaTb HABbIKM 3aLLUMTbl OT MaHUNYNALUN.

Dopmbi paboThI:
e Oecepna;
e BbIMOJIHEHME MPAKTUYECKOro 3adaHnS.

6. LUudpoBor cnea U ero 3HayeHue pnsa oGyayuiero
noapocTKa

OCHOBHbIE CMbIC/IBI: UNDPOBOM crieq — 3TO HeobpaTmmasd
COBOKYMHOCTb AaHHbIX. VIH(bopMauua, pa3MelleHHas B BUPTYaslbHOMW
cpene, CTaHOBUTCSA OOLWEeOOoCTYNMHOM U MOXeT OblTb MCMNOJSIb30OBaHa
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3/10YMbILLUNEHHUKaMUN NMb6Oo obpalleHa NPoTUB CaMOro noab3oBaTens,
B TOM UncCie B paMKax NpoOTUBOMNPABHbIX OENCTBUMN.

3agayu.

e 0OCYOUTb C OOYYAKOLMMUCH MOHATUE «UNDPOBOW Cnen;

e [PAa3BUTb HABbIKM YMNPaBAeHNA CBOUM LMD POBLIM CNeaoMm;

e MOTUBMPOBATb obyuaroLmxcs K noaaep XXaHuto
MONOXUTENBHOW LIMDPOBON penyTauunn.

Dopma paborThbi:
o Oecepa.

3aKnouYnTesibHbIN 3Tan

OCHOBHbIE CMbIC/IbI: NNYHAsE OTBETCTBEHHOCTb B ULMNDPOBOW

cpege — 3TO OCO3HaHHaa 3aboTa O cebe, KOTOpad CTAHOBUTCH
BK/1aOOM B 06e30MnacHOCTb obulectBa M rocypapctBa. UundpoBon
cneg — 3TO HeobpaTmMasa COBOKYMHOCTb [AaHHbIX. VHMopMauug,

pa3MeLleHHada B BUPTYaJsibHOM cpeae, CTAaHOBUTCSH OOLLeOOoCTYNHOM U
MOXEeT OblTb MCMNOJSIb30OBaHA 3/10YMbILUNIEHHUKAMKU 6o obpalleHa
MPOTMB CaMOro noJib30oBaTeNd, B TOM 4yucle B paMKax
NPOTUBOMPAaBHbIX AencTeun. LindpoBon MUp — yacTb eOuHOro
NpaBoOBOro nond rocygapcTtBa. [lpoTuBoOMpaBHble  OeNCTBUS,
coBeplUaeMble B UMUMPPOBOM MPOCTPAHCTBE, HE aHOHUMHbI WU
npecnenyoTca MNo 3akoHy. B cuTyauum HeonpeneneHHoCTU Wn
yrpo3bl B ceTn NIHTepHeT HeoBXoaAMMO He3aMeaIMTeNbHO O0B6pPaTUTLCSH
3a NOMOLLbIO B MOSULMUIO.

3agayu:

e CchopMMPOBaATb MOHUMAHUE JIMYHOM OTBETCTBEHHOCTM 3a CBOIO
uncpoByto 6e30MacHOCTb U 6€30MNacHOCTb BCEro obLecTBa;

e MPEensIOXUTb aNIrOPUTM afeKBaTHbIX OENCTBUM MNOOPOCTKa B
3KCTPEMASIbHbIX CUTYALMEAX;

e [aTb KOHTaKTbl CreLuasibHbIX CNYy>X6 MOMOLUU B KPU3UCHbIX
CUTYaLUSX.

10
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Dopma paboThki:
o« Oecepa.

AdononHuTenbHble peKoOMeHAaauumn

Kypa o6palwatbcs poauTensiM B CcJlyyae, ecqiu pebeHoK
CTONIKHYJICSl C MOLLEHHUYECTBOM

CKaxute pebeHKy, 4YTO OH He BWHOBAT B CJZIOXXKMBLUENCS
cUTyaumm, HO NpPU 3TOM KpamHe BaXXHO OrpaHnuuTb Jntoboe
ganbHenlwee obLleHne ¢ MOLWEHHMKAMK, TaK KakK 3TO HEOOMYCTUMO U
onacHo. CaMoe npoctoe — o6aBnUTb HOMEPaA B YEPHbIN CMNCOK.

O6pawaTtbCca B NOAUNLUUNIO HEOOXOOMMO Ja)ke Mnpu HeyaauyHou
MOMbITKE, TakK KaK 3TO TMOMOXET COTpYOHUKAM 3adUKCMPOoBaTb
AOONOSIHNTENbHbIE PaKTbl NMPOTUBOMPABHOW AEATENBbHOCTU, YCTAaHOBUTDb
MPWYACTHbIX NUL, U NPegoTBPATUTL Apyrme npecTyrnieHuns.

Kyna MO>XHO o6pallaTbCs, YTOOGbl COOGLLUMTL O NPEeCTYNJIeHUU

B nobon otoen BHYTPeHHUX Aaen (No MecCTy »XUTeNnbCTBa WUun
ONMXKanLLMM K BaM). 3adBneHMe O MpecTynaeHnn ob4a3aHbl MPUHATb
He3aBMCKMMO OT MeCTa ero copepLueHud. lNpum nogaye 3adB1eHNSA OYEHb
BAaXXHO He YyOanaTb nNepenuncky, 3aduKCcMpoBaTb  MaKCUMYM
O0OKa3aTeNbCTB. OTO MOryT OblTb CKPUHLUOTHI, awibl, CCbIIKW,
pekBun3nTbl, CMC-coobLueHnda, BbIMUCKN U T. O. BaXKHO MOHMMATb, UTO
ONna nogayvn 3asBfieHUa HeoOXOoOMMO MNPUCYTCTBUME poauTensa unu
3aKOHHOIO NpeacTaBUTeNnsa HeCOBEPLLUEHHONETHErO.

Mo TenedoHaMm 102/112. KpaTKO oOMuWcCbiBaeTe CcUTyaLMUIO U
NPOCUTE 3aperncTpmnpoBaTb coodblleHme. locne 4yero B NpPUCyTCTBUM
poauTenenm Uan 3akKOHHbIX NpeacTaBuTenen HeobxXoaMMo AOXKOATbCA
NPMObLITUA CNeacTBEHHO-OMEPATUBHOWM rpynnbl.

Kypa MOXHO o6pallaTbCH, €CQu pPeb6eHOK CTONKHYNACA C
noao3puUTeNibHbIM 3BOHKOM WU COO6LLeHueM

NHdopMaumo 0 Moao3puUTESIbHOM 3BOHKE MOXXHO NogaTbh yepes
«[ocycnyrmn», coobWwmMB MpU 3TOM HOMep TesniedoHa, Ha KOTOPbIN
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3BOHUIWM, U HOMep TenedoHa, C KOTOPOro mMocTynua 3BOHOK
(https://pos.gosuslugi.ru/lkp/poll-anti-fishing/).

TakXxe COBETYEM OBPATUTbCS K BalLEMy COTOBOMY Oreparopy,
4yTOObI 3BOHOK [MPOMAPKUPOBAJIM KaK HeXesiaTesibHbIv. Harpumep,
https.//moscow.megafon.ru/help/antifraud/form/

Kyaa MOXHO oO6pawartbCs, €CnM Bbl WIM Bawl pebeHoK
CTONKHYJIUCb C AECTPYKTUBHON MHcbOpMaumen unm ¢ (pULLKUHroBbIM
CanToM

B cooTtBeTCcTBUU C O0ENCTBYHOLMM 3aKOHOOATENbCTBOM
Poccumnckowm depepaummn rocygapcTBeHHas dYyHKLMA no
OrFpPaHMYEHUIO AOCTYyNa K UMHTEpPHeT-pecypcaM, coaepxkaluum
3aMpeLUeHHY0 WM  OeCTPYKTUBHYIKO WMHDOPMALMUIO, peann3yeTcsa
depepanbHOM cny>xéowu no HaO30py B chepe CBA3MN,
MHMPOPMALMOHHbBIX  TEXHONIOTMM M MACCOBbIX  KOMMYHMKaLUUN
(PockoMHag30p) HA  OCHOBAHUM  peleHUr  YNOSIHOMOYEHHbIX
MpaButenbcTBOM Poccunckon ®Pepepaumm denepanbHbiX OPraHoB
NCNOHUTENbHOW BJ1QCTU (IMocTaHoOBNEHUE [NMpaBUTENbCTBA
Poccumnckonm @epepaunm ot 26.10.2012 Ne 1101).

B CBS3M C 3TUM B C/lydae BbISBNIEHUS CaWTOB, pacnosiaratoLmx
NPOTUBOMPABHbLIM COAEepPXaHMeM, LenecoobpasHo UCMNOoNb30BaTb
SNEKTPOHHYIO DOPMY HanpaBneHna obpaLLEHNN, PACMTONIOXEHHYIO Ha
oduLMaIbHOM canTte PockoMHaa3opa no agpecy
https://eais.rkn.gov.ru/feedback/, nuéo MobuNbHOE NPUNOIKEHME
«PKH», yka3aB npu 3TOM TOYHbIM afpec WHTEepHeT-CTPpaHWubl, Ha
KOTOPOW pa3MeLleHa 3anpeLleHHas nHhopMaums.

OUWLMHr — BUWO UVHTEPHET-MOLUEHHMYECTBA, LUeNbld KOTOPOro
ABNSETCHA noJiydeHrme [ocTyrna K KOoHMuaoeHuMarnbHbIM  OAHHbIM
nonb3oBaTesien MeTodaMn  COUMANIbHOWM UHXXKEHEPUK, a TakKXKe
HaHeceHWe NMosb3oBaTeNIaM Opyroro yuepoba.

MWHNCTEPCTBOM UNMPPOBOro pasBuUTUA, CBA3M KM MACCOBbIX
KOMMYHUKaumm Poccumckom depgepaumnm B Uenax NpoTUBOOENCTBUA
MOLlEeHHMnYecTBY B ceTn WMHTepHeT pa3paboTaHa MHMDOPMaALUMOHHAA
CUCTEMA MOHUTOPUHIra OULLUMNHIOBbIX CaANUTOB  «AHTUMULLNHIY,
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npenHa3HavYeHHas ona aBToOMaTU3aUMM U NOBbILLEHNA 3P DEKTUBHOCTU
npoueccoB cbopa, cncrtemMatTmnsaumm, o6paboTKK, aHaNIM3a U XPaHEHNSA
cBeAeHM O PULLMHIOBbLIX pecypcax U OULLMHIOBOW aKTUBHOCTU Ha
Tepputopum Poccumnckom @epepauymun.

B cBS3M C 3TUM B CJ/ly4ae BbISBJ/IEHUS CaUTOB YKa3aHHOU
Kateropuu Ljes1ecoobpa3HO UCO/Ib30BATL 3J/1EKTPOHHYO opMy
Harpas/IeHUs o6paLLeHM, PACMOSIONEHHY IO o
aapecy: https.//paf.occsirt.ru.

Kypa o6pallaTtbCcs, ecqiu o6Hapy>XXeHbl NepcoHanbHble AaHHble
pe6eHKa B ceTn MHTepHeT

Mo OBHAPYXEeHUW PacCrpPOCTPAHEHUA MepPCOoHasbHbIX OaHHbIX
Balwero pebeHka B UHTEepHeTe BaXXHO 0OOpaTUTbCA B HAA30pPHble
OopraHbl B LeNaX 3aLllnTbl OT BO3MOMXHOIO MHTEPHET-MOLLUeHHNYeCcTBa.

ObpaTntbCd B OOLIECTBEHHYIO 3JIEKTPOHHYIKO  MPUEMHYIO
PockoMHapg3opa, BbibpaB TeMaTuky obpaweHna «O6paboTka
NepcoHaNbHbIX J[OaHHbIX» W pganee «3awmTta npaB CyObekToB
NepCcoHaNbHbIX OAHHbIX...».

HanpaMmyto noTpeboBaTb OT BrafefibLa pecypca MnpekpaTUTb
HEe3aKOHHOEe PacnpPoOCTPaHeHMe NepCcoHasbHbIX OJaHHbIX.

B cnyyae ecnum N3BECTHO, Kakow MMEHHO pecypc
pacnpocTpaHsaeT JaHHblE, MOXHO HanpaBuUTb MNCbMEHHOoe
TpeboBaHMe 06 yaaneHUM NepCcoHasibHbIX AaHHbIX N MPeKpaLleHnn nx
06paboTKM (Yepe3 PopMy OBPATHOW CBA3UN UMM INEKTPOHHYIO MOYTY,
YKa3aHHYIO B MOJINTUKE KOHDUMOeHUManbHOCTU). PekomMeHayeTcs
Cpa3y MNPUNOMXUTb CKPUHLLOTbI W CCbINIKW. Ba)XXHO 3HaTb, 4TO
HEBbIMOJIHEHME BalLLEero 3aKOHHOIro TpeboBaHUA MOXXET 3aKOHUYUTbLCH
npuBAeyYeHneM nmua K agMMHUCTPATUBHOW OTBETCTBEHHOCTMW.

B cnyyae ecnun npu obpalleHnn nosaBUIMCb BOMPOCHl, TO MOXHO
obpaTnTbCca B LleHTp MpaBoOBOM MOMOLUM rpaxgaHaMm B uUndpoBoOmn
cpene, cneuunanncTbl KOTOPOro ©6e3BO3ME3OHO KOHCYbTUPYIOT
POCCUAH, CTaBLIMX >KEPTBAaMM  HE3aKOHHOro  MCMOJIb30BaAHUA
nepCcoHaNbHbIX OAHHbIX.
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cRERRAINH

MonesHble CCbUIKU
e LleHTp NnpaBoBOM MOMOLLUM rpaXkKgaHaMm B LMdpoBOM cpefe:

https://4people.grfc.ru/

o OOb6LecTBeHHAA a1eKTPOHHasa npmneMHas PockoMHaa3opa:

https://rkn.gov.ru/treatments/ask-question/

e B PockoMHag3ope pacckasasin, Kak noaaTb Xajoby Ha
pa3srnaleHmne nepcoHanbHbIX OAHHbIX:

https://senatinform.ru/news/v _roskomnadzore rasskazali kak
podat_zhalobu na_razglashenie personalnykh dannykh/

UTo penatb B CJZlydae KpaXM aKKayHTa peOGeHKa Ha
«lFocycnyrax»

Ecnn MOLLEeHHUKW YKPparin akkKayHT Ha «[ ocycnyrax», To crnenyet
HeMeo/leHHO nepexoguTb K BOCCTAHOBJIEHUMIO OOCTyna 4yepes
TEXNOAAEPMKKY NI BAHKOBCKME NPUSTOXKEHUS.

YTO MOXXHO caenaTtb

e [10O3BOHUTb Ha ropsavyro JIMHUIO MO HOMepy: 8-800-100-70-10.
Ona noaoTBepXXOEeHUA  JIMYHOCTM  cnegyeT  MNpPUrotoBuTb
nacrnopT. OnepaTtop MNOMOXET BOCCTAHOBUTb [OOCTyMN W
NnoacKa)keT JanbHenwmne oencTeus.

e Ecnn no TenedoHy BOCCTAHOBWUTb AOCTYM HEe YyAanocCb, TO
cnenyet obpaTtuUTbCa B OAMXKAULLUKM LUEHTP OOCIYXXUBAHUA.
TaM BaM MOMOryT BOCCTAHOBUTb AOCTYM.

MonesHble CCbIIKU
KapTa LeHTPOB OBCNYXXUBAHUNA «[ OCYCNyr»:

https://map.gosuslugi.ru/?layer=co
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KakK BoccTaHOBUTb focTyn K «focycnyram»

1. MonpobynTte COPOCUTb MAaPOIIb: Ha CTPAHULLE BXOOA HAXKMUTE
«3abblnn Naponb?» 1 cnegymTte MHCTpPpyKuuaMm. Ccbinka ansa
cbpoca npuaet Ha Baw email nnn TenedoH, KOTOpPbLIN Bbl
yKa3anu npun perncrpaumn.

2. Ecnhn MOLWEeHHUKM ycnennm CMEeHUTb KOHTAKTHble [OdHHble,
cbpoc He cpaboTaeT. Torga:

e BOCCTAQHOBUTE OOCTYM 4yepes MnpuioxxeHme 6aHKa-napTHepa
(https://www.gosuslugi.ru/help/fag/general/7000001);

e MO3BOHUTE HA rOPSAYYIO NMHUIO «[ OCYCNyr»:

8 (800) 100-70-10;

e OOpATUTECH B LEHTP OOCNYXXMBAHUA

(https://www.gosuslugi.ru/help/fag/login/100461).

[locne BOCCTAHOBMIEHMUA OOCTYNa:

e CMEHUTEe napoJib Ha 6onee HageXHbIn — WCMONb3yUTe
KOMOBUMHaUMo BYKB, UMdp 1 CUMBOJIOB,;

e MNpoBepbTe N OOHOBUTE SIMYHbIE OaHHble (HOMep TenedoHa,
3JIEKTPOHHYIO MOYTY UM aapec), eC/im OHU OblI M3MEHEHDbI

MOLLEHHWKaMU;

e N3yUUTE NCTOPUIO onepauun, YTOObI oTCcNeanTb
nogo3puTenbHble 4EeNCTBUA: 3aMnPOChbl HA BbIMATbl UM MO4avy
3a9BNeHUN;

e 3AKAXKUTE KPEOUTHYIO UCTOPUIO, UTOObI YOeamnTbCca, YTO Ha BacC
He odhOPMUNN 3aeM.

Kak 3alMTUTb aKKayHT Ha «lfocycnyrax» B 6yayLuem:

e BKIOUUTE OBYXMDAKTOPHYIO ayTEHTUMDUMKALUUIO — NPU BXOOe Ha
BaLl HOMep byaeT npuxoantb CMC ¢ KOOOM NOATBEPXKOAEHUS;
e YKAXKUTE OOBEPEHHbIN KOHTAKT B HACTpoMKax 6e30MacHOCTMW.
3TO MOXET ObITb KTO-TO M3 BaLUMX BAN3KUX UNn gpy3en. Emy
OTMNPAaBAT ONOBELLEHME, eC/IN KTO-TO 3aX0O4YeT CMeHUTb Napo/ib.
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,D,OI'IOJ'IHVITeJ'IbHO NMoCTaBbTe CaMO3arpeTr Ha KpeanTbl — 3TO

MOXHO cpgenatb Ha «[ocycnyrax» mnm B MOLU. Toroa MOLWEHHUKN He
CMOryT B38Tb 3@aeM Ha Balle UMH, OaXKe eC/nM NoJiyyaT Ballu OaHHbIe.

MpaBuna Kuéepo6e3onacHoOCTU

e Hwkorpa He nepepaBaTb NOMMHbI, Mapoan n kogbl N3 CMC ons
OBYXMHAKTOPHOM ayTEHTUDUKALNU TPETbUM NINLAM, MOA KAKUM
Obl NPEaoromM Ux HMU NPOCUNN.

e PerynapHo npoBepaTb pasgen «AKTUMBHbIE CEeCCUM» UK
«YCTponCTBa» B  HACTPOMKAX MeCCeHOXepoB, YTOObI
yoeanTbCs, UTO K aKKayHTYy He MNoaKJtoYeHbl MOCTOPOHHME
nmua.

e C OCTOPOXXHOCTbIO OTHOCUTBCA K MPEOIOXKEHUAM O MOKYMNKe
NN apeHae akkayHToB. [MlogobHblie coenkn B 100% cnyyaeB
CBA3aHbl C NPOTUBOMNPABHOW AEATENbHOCTbIO.

e KpuUTMuyeckm oueHmMBaTb NPEOSIOKEHUSA O «J1ErKOM 3apaboTke»
B WHTEpHeTe, KOTopble TPebyltT BbIMNOJHEHUA MNPOCTbIX
TEXHUYECKUX  OENCTBUM C  JIMYHBIMM  OAHHbIMKU WU
coumManbHbIMKN CETAMMN.

Kak pacno3HaTb AeCTPYKTUBHbIN KOHTEHT?

Pacno3HaBaHwme NECTPYKTUBHOTIO KOHTEHTa TpebyeT
BHMMATENBbHOCTU K AEeTanaM U KPUTUUYECKOro aHanm3a nocTynatoLlemn
NHoOpMaLUmn.

MepBbiM NPU3HAKOM SBNAAETCA pe3Kas 3SMOLMOHaNbHas
peaKLuUsl, KOTOPYIO MbITAaeTCHA BbI3BaTb aBTOP: €C/IM Nocsie NpoYTeHUs
UM MPOCMOTPA BO3HUKAIOT CUSIbHOE YYBCTBO TPEBOrWM, CTPaxa, rHeB
UM HEHaBUCTb K onpenenieHHoM rpynne nogen, BePoATHO, KOHTEHT
CO3[0aH ANs MaHUNynaunm.

BaxkxHO oOpaljaTb BHUMaHME Ha CNoco6 nmopaum Martepuana.
[JeCTPpYKTUBHbIE COOOLLIEHUA YacTO coaepaT Y/AbTUMATUBHbIE
YTBEPXOEHUSA, He [Oonyckawwime COMHEeHUNn, Unn gensaT MUp Ha
«yepHoe N Benoe», KCBOUX N YYXKUX».
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icnonb3oBaHMe  LUOKUPYIOLWMX  3arofIOBKOB, KOTOpble He
COOTBETCTBYIOT COOEPXaHUID, a TakXKe OOWSIbHOE WCNOJIb30OBaHME
arpeccmMBHOM NNEKCUKU N KANCOKa CNy»XXaT MHOMKATOPAMM TOKCUUYHOW
MHMOPMALMOHHOW Cpeabl.

Cnepyetr aHanusupoBaTb npepJlaraemMble pencTeBua. Ecnum
KOHTEHT Npu3bIBaeT K U3019UUN OT BSIN3KUX, OTKA3Y OT KPUTUUYECKOrO
MbILLUIEHUSA, YYACTUIO B OMNACHbIX AN 300PO0BbS aKTUBHOCTAX WU
onpaBAblBaeT HACU/IME KaK eONHCTBEHHbIN CNOCOb peLleHns npobdnem,
3TO AABHbl€ MPU3HAKM OMNACHOCTMW.

OTCyTCTBME CCbIIOK Ha NpoBepAEMble NCTOUYHUKK NN CCbIJTKU Ha
AdHOHWMMHbIE PeCyYPChbl TakKXXe OOJIXHbI Bbi3bIBaTb NMNOoOO3pPeHNE.

[JecTpyKTUBHbIN KOHTEHT MOXeT POMaHTU3NPOBAaTb
OEernpecCcuBHbIE COCTOAHUSA UM PUCKOBAHHbIE MOCTYMKW, NpeacTaBnad
MX KaK MPU3HAK UCKIIOUYUTENBbHOCTU UK CUMbl AyXa. [JecTpyKTrBHada
rpynna, Kak npaBuio, ABASETCH 3aKPbITOM, YTOObI NMpuaaTb OTTEHOK
KUCKITIOUYNTENIbHOCTU» N «3KCKITIO3UBHOCTU UHMDOPMaL U ».

lMoHUMaHne 3THUX NMPU3HaAKOB M03BOJIIEeT BOBPEMS MPeKpaTUTb
B3aumogencTeme ¢ BpeaHbIM pecypCcoM.

Kak pe6eHKYy CaMOCTOAITEJIbHO 3alLUTUTLCA OT AECTPYKTUBHbIX
coobLliecTB?

ByabTe KPUTUUYHBbI. ECM BaM 4UTO-TO npeasaratoT, HABA3bIBALOT,
TpebyloT, HeOBXOAMMO 3adaTb BOMPOC CaMOMy cebe: KakKyk Luenb
npecnenyeTt cobecegHUK?

OcTtaBavTeCcb Ha CBA3WU. [logaepXXMBamTe KOHTaKTbl C CeMbewn,
APY3bAMM N OOLECTBOM B LENOM. ITO MOMOXET BaM COXPaHWUTb
KPUTUYHOCTb MbILUIEHUSA N HE MOAAATbCA BANAHUIO FPYMNMbI.

OCO3HAHHO NMPUWHMMAUTE pPeLUeHUA. AHANU3BNPYNTE, Ha KaKomn
MHDOPMALMM Bbl OCHOBbIBAETECH MPU MPUHATUN PELLEHNN, CKOJIbKO
MCTOYHMKOB UCMONb3YyeTe, MPUHMMAaETE 1M BO BHUMaHME NOoCNeacTBuUS.

He 6outecb 3apaBaTb Bonpocbl. Ecnv BaM npepgnaratoT
NPUCoegnHNTbCA K rpynne, He CTECHANTECH CrnpallunBaTbh O MNpaBuNax,
Lensax n nocneacTBmnax BbIXxoda M3 COOBLLECTBA.
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CBepsiiTeCb CO CBOMMM 3MOLUUAMU. ECnn UTO-TO Ka)KeTcsa BaM
NOOO3PUTENbHbIM WU HEMPAaBUbHbBIM, JOBEePANTE CBOEMY UYyBCTBY.

Ba)>xHO 6bITb OCBEQOMJ/ICHHbIM O MPHU3HaKax AeCTPYKTUBHbIX
CoO6LYEeCTB U OKa3bliBaTb NMoaAEP)KY TeM, KTO MOXeT OKa3aTbCsl B
OornacHou cutyaumn. Ecnam Bbl WU KTO-TO, KOro Bbl 3HaeTe,
CTa/ZIKuBaeTcsi C Mog4o6HoOH1 nNpo6sieMoi, peKoMeHAYeTCs1 06paTUTbCS
3@ noMowblo K 6/UM3KUM, APY3bSIM, cneynanncrtaMm  Uimn
opraHu3aunsMm, 3aHUMaroLWNMCS Bonpocamu obecrieyeHUs
6e30MacHOCTHU JINYHOCTH, B TOM YUCJI€ U MTCUXOJIOrMYeCKOM.

Ba3oBble npaBuia UMdpPoOBON r’MrueHbl

Ucnonb3oBaTb CNOXKHbIe naponn. He «123456» v He paty
poXxaoeHusa. aponb OONIXKEH COoOepXaTb MPOMUCHbIE U CTPOYHbIE
OyKBbl, UMDPbI U CUMBOSMbI. Jlydlle — YHUKANbHbIA OA9 KaXXOoro
cepBuca.

Bknountb ABYX(MAKTOPHYIO ayTeHTUdUKauum. [axe ecnum
naposib yTeyeT, 6e3 OOMNOSIHUTENIbHOINO KOoAa 3J/IOYMbILLUTIEHHUK He
MNONYUYUT OOCTYM K aKKAYHTY.

YcTaHaBNMBaTb MNPUIOXKEHUA TOJNIbKO U3  oduUMalbHbIX
MarasmHoB. CTOPOHHME CalTbl YAaCTO PACMPOCTPAHAIT MPOrpPaMmbl-
LLIMMOHbI, KOTOPbIE MepPexBaTbIBAOT JaHHbIE.

Monb3oBaTbCA OTAE/IbHOUM KapTOM AONA OHJIAUMH-NNaTeXXeMn.
BupTyanbHas uam gonosiHMTeNbHAaaA KapTa C OrpaHnYeHHbIM 6aflaHCOM
CHMXXAeT PUCKU NPU KOMNpoMeTaunm OaHHbIX.

HacTtpoutTb MNPUBATHOCTb B COLCETAX U MecCeHpXepax.
OrpaHunybTe Kpyr uu, KOTopble BUOAT Baln nyodnmkauum, HoMep
TenedoHa M JINYHYO MHMOPMaLUUIO.

He coxpaHAaTb Naposin B 6pay3epe Ha UYXKUX YCTPOUCTBaX. Ecnu
OOCTYM K KOMMbIOTEPY MOSIYYUT MOCTOPOHHUN, OH aBTOMATUUYECKU
BOMAOET B BAalLUM aKKAYHTbI.
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He ncnonb3oBaTtb Nny6nnuHbin Wi-Fi pna 6aHKOBCKUX onepaLuumn.
B OTKPbITbIX CETAX OaHHbIe MOTYT ObITb MepPexBayeHbl.

He nepexoauTb NO HEU3BECTHbIM CCblJIKaM. OULLIMHIOBbIE CaUThI
BbIFNAOAT KaK HacTodawme 6aHKM unm «lfocycnyrm», HoO co3faHbl ONnd
KPaXu" OaHHbIX.

He otnpaBnatb ¢OoTO AOKYMEeHTOB UM Koabl U3 CMC. Kop
NOOTBEPXKOEHNUSA — 3TO KJIHOY K BalLeMy akkKayHTy. Ero Humkorgma He
3anpawmnBaroT COTPYOAHUKM BAHKOB UM BEOOMCTB.

He ny6nukoBatb U3ObLITOYHYIO JZIMUHYIO UMHpOpMauUo. Agpec,
reonokauus, OJaHHble O CeMbe WM Mnoes3gkax — 3TO MaTepuan ang
COLMANbHON UHXXEeHEePUW.

CoBeTbl No 3aluTe OoT NpUMeMoB couMmanbHoOMn UHXXeHepuu

e [lpoBepaTb nObOYyHO UHIDOPMAUUIO Yepe3 oduumanbHbIN
NCTOUYHUK. ECNn 3BOHAT «MN3 BaHKa» — MNOJIOXUTE TPYOKY U
nepe3BOHMUTE NO HOMepy € oduULUManbHOro canmta. Ecnm nuwyT
«N3 By3a» — YTOUYHUTE Yy NpenogaBaTesia unm B JeKaHaTe.

e BbpaTtb naysy. Ppasbl «CPOUYHO», «MPAMO Cenyac», «MnHade
oynoeT No3gHO» — rfIaBHbIM MapkKep MaHUNynaumMm. 3aKOHHbIE
opraHmsaumm He TpebyrT HeMeOsleHHbIX AOencTBuM nona
YrpO30MW.

e OOcCyXoaTb NOOO3pUTENbHbIE CUTyauuUKM C  OJIN3KUMWN.
MOLLUEeHHNKN Bcerga TpebyloT COXpaHUTb «cekpeT». Jlioboe
TpeboBaHME HUKOMY HE PAaCCKa3bliBaTb — TPEBOXHbIVW CUMHAI.

e Paspenatb OHMNAMH W peanbHY XKU3Hb. YenoBek B
MecceHa)Kepe — He 06sa3aTeslbHO TOT, 3a KOro cebs BblOaeT.
doT0, ronoc, BMAeOCBA3b MOTyT ObITb NOAAENbHbIMN.

e Vlcnonb3oBaTb NPUHLMM HYNEBOrO AOBEPUA. DTO O3HAYAET: 110
YMOJIYaHUNIO HE JOBEPSATb HUKOMY B CETU, MOKa MHDOPMAaLINS HE
rnoarBepxgeHa. daxxe ecnn cobecegHMK MnpeacrtaBnseTcs
OOHOKJ/IACCHUKOM, COTPYOHUKOM MNONUUUMMN UK KHOBbIM
OPYIroOM»,

e He coobwaTtb kogbl N3 CMC, naponn n gaHHble KapT — HUKOMY.
Hun «GaHKy», HU «Cnyxx6e 6e30MacHOCTU», HU «CJieJoBaTEesto».
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e He nepeBoanTb AeHbIM Ha «6e3omnacHble cueTa». TakMx cYHETOB
He cyllecTByeT. Tak e KakK He 6blBaeT «OUCTAHUMOHHbIX
0ObICKOB» U «AeKAapaunm HaMYHbIX HAKOMNEHUN».

« He nepepaBaTb OaHHble nop paBneHneM. CTpax YroJIOBHOWM

OTBETCTBEHHOCTMH, 0B6BUHEHNS B «CMOHCUPOBaHUN
TeppopusMa» UMN «yTeuke OaHHbIX» — pPacrnpoCcTpPaHeHHas
nereHpa.

e« He BbIMONHATbL «MNpPOBepOUYHble 3adaHua». Ecnm Bac npocar
0ohOPMUTbL  KAPTY, CKadaTb TMPUIOXKEHUNE,  BKJIHOUUTb
O0EMOHCTPAaLMIO 3KPaHa UK nepenatb YCTPOWCTBO Kypbepy —
35TO BOBJIeUEHME B MPECTYMHYIO CXEMY.

TE3AYPYC (OCHOBHbIE MOHATUA)

Aponnepbi/aponbl (OT aHrn. drop — 6pocaThb, YPOHUTL) — NOOU,
KOTOPble 3aeMNCTBOBAaHbI B HeJlerasbHbIX CXeMax Mno BbIBOAY CPeACTB
C BAHKOBCKUMX KapT Yepe3s CBOWM cYeTa U KapTbl. Jltogn, B TOM yncne u
HeCOBepPLUEHHOJIETHME NNLLA, HEepPeaKO CTAaHOBATCA AponnepamMu, gake
He nogo3peBasd 06 3TOM (4TO HEe OCBOOOXKAAET X OT OTBETCTBEHHOCTMU
3a Heob6aQyMaHHbIV Lar).

OponnepcTBo (APOMNMUHI) — TO, YEM 3aHMMAKOTCHA OPOMNMNeEpPH.bI.

Knéep6e3onacHOoCTb — 3alUuTa JIMYHOM UHMOpMaUUM UMeeT
KPUTUYEeCKOoe 3HaueHue, MNOCKOJIbKY B UMEDPOBOM MPOCTPaHCTBE
OAHHblIE CTAHOBATCA LEHHbIM aKTMBOM. [lepcoHasibHble CcBeaeHus,
TakMe Kak naponiv, HoMepa BGaHKOBCKUX KapT WM OOMAaLLHUK agpec,
MOryT CTaTb LUEeNblo 3/IOYMbILUNEHHUKOB ONS KPa)ku cpeacTts um
MCMONb30BAHUSA JIMUYHbIX JAHHbIX B KOPbICTHbIX LlensX.

Cob6nopgeHune npasun uMdPpPOBON MUrMeHbl — KCMNOJSIb30BaHME
CJTOMKHbIX naponen, ABYXMaKTOPHOMN ayTeHTndunkKaumm %
OCTOPOXHOCTb MpKn nepexoge Mo Moao3pUTESIbHbIM CCblIJIKaM —
MOMOraeT COXPaHWUTb NMPUBATHOCTb M 06e30MacuTb CBOK LUUNMPPOBYHO
»XM3Hb OT B3/TOMOB U MOLLUEHHNYECTBA.
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Cpenu OCHOBHbIX YrpoO3 B UHTEPHeTEe BbIAENATCca cneayoLwme

®duwmHr (aHrn. phishing, ot fishing — pbiBHag noBng,
Bbly)XKMBaHME) — BWUO WHTEPHET-MOLLUEHHMYEeCTBa, C MNOMOLLbIO
KOTOPOro 3/TOYMbILLUIEHHUKW MOSTyYatoT AOCTYM K KOHMPMAeHUManbHbIM
OAHHbIM noJsib3oBaTenen (PekBU3UTbl OGAHKOBCKUX KapT, NOMMHbI U
Mapo/sIM aKKAyHTOB), a TakxXxe OOMaHOM npensaratT 3arpy3uTb
BPEeOOHOCHbIE MPOrpaMMbl UM NPOOAOT HECYLLECTBYIOLLMNE YCAYTW.

DULLMHroBble CanWTbl — 3TO MNoAAesibHble CanTbl MU3BECTHbIX
KOMMaHUN, HanpuMep ©OaHKOB, COLMalbHbIX CeTel, MapKeTrnjencos,
rocopraHoB. OHM MOryT MOXOOUTb Ha OPUTMHaNbl UHTEPMENCcoM,
OOHAKO Y HUX UCKAXKEHHOe JOMEeHHOe UMA4.

MepTBbl 3MOYMbILLIEHHUKOB  «MOMNafatldT Ha  KPKOYOK» —
NnoceLLaloT TakMe CamTbl Nepexons M3 CoobLLEeHUN B MeCCeHaKepax,
couManbHbIX CETAX UK DULLMHI-TIMCEM HA SNIEKTPOHHOW NMoYTe, rae UM
npennaratoT CPOYHO MNEepPenTr NO CCbIIKe MNOA  KAaKUM-NMOO
yB/ieKaTeNlbHbIM NPeasiorom.

MHTepHeT-MOLUEeHHUYECTBO — MOXKET NPOABIATLCA B Pa3/IMYHbIX
cxeMax obMaHa C Lesnblo KpaXkuv OeHer.

KoMnbloTepHble BUPYCbl U BpPEeAOHOCHOE nporpamMMHoe
ob6ecneyeHne — CrnocobHbl MoBpPeaAnTb hanibl, OFPAHNYNTb AOCTYM K
MOOUNBHOMY YCTPOUCTBY UMM KOMMbIOTEPY, TAMHO COOUMPATb AaHHbIE
O OENCTBUAX NOSIb30OBaTENSA.

CBaTtTuHr (ot aHrn. SWAT, swatting — BbI30B crneuHasa) —
3aBeOMO JIOXKHOEe cCoobLleHMne o006 yrpose MnpecTynineHna uam o
npoucwecTBun. [lenaeTca 3TO ON9 TOro, Ytobbl NpMBAEYb BHUMAHME
SKCTPEHHbIX CNYXX0 UM MPaBOOXPAHUTENbHbIX OPraHOB M HaMpPaBUTb
COTPYOHMKOB CITYX0 MO NOXHOMY afpecy.

AoKcuHr (aHrn. doxing, ot cokp. docs — AOKYMEHTbI) — 3TO cHOop
N pacnpocTpaHeHne JnnyHonm unHdopMaumm o 4yenioBeke 6e3 ero
cornacuma. OTU [OEeNCTBUA He BCerga HEe3aKOHHbl, HO $ABMATCA
HapYyLUEeHMEM CeTeBOro 3TUKEeTa M YacTo 3anpelleHbl BHYTPEHHUMU
npaBusiaMn  UMHTepHeT-coobwecTB. [pUUYMHOM [OOKCUHIa MOXKEeT
ABNATLCA >KEJIaHUE LLUAHTaXMPOBATb »XEPTBY, OTOMCTUTb €M WUIu
3aTpaBuUTb ee. Takxke TepMUH ynoTpebnaetca B OTHOWEHUM cbopa
YYBCTBUTENIbBHON MHMOPMaLMKM 06 opraHm3aumnsax.
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KapauHr (ot aHrn. carding) — BuAg, MOLLIEHHUNYECTBA, MPU KOTOPOM
MPOM3BOOUTCSA onepauma C MCNOb30OBaAHUEM MNIATEXHOM KAapTbl MU
€e pPeKBU3INTOB. MOLLUEHHUKN, KPOMe 3BOHKOB HAaMNpaMyto, MOryT
HaxXoOUTb PEKBU3UTbI MJATEXHbIX KAPT Ha B3JIOMaHHbIX cepBepax
MHTEPHET-Mara3nHoOB, MNATEXHbIX M PAaCYeTHbIX CUCTEM, a TakKXe C
MepCoOHaIbHbIX KOMMbIOTEPOB.

MocTtpasroBop

Y10 nounTtatb

o KapeTHukoBa E. «<MapLpyT He MOCTPOEH»

YTOo nocMoTpeThb

o Cepuman «llepBbix» «30/10Tble CETU» O KNBepbe30nacHOCTU

e AHTMBePOOBKA: NCUXOSIOTMYECKNE HABbBIKW.
https://vkvideo.ru/video-214524833 456245845

e AHTMBepPOOBKaA: Nandxakm gna NnogpoOCTKOB:
https://vkvideo.ru/video-214524833 456245864

e AHTMBepOOBKa B LMMPPOBOM MUpPE:
https://vkvideo.ru/video-214524833 456245876

e AHTMBEePOOBKA: MrMaBHble ceKpeTbl 6€30MacHOCTU:
https://vkvideo.ru/video-214524833 456245886

o [lopkacT «Pa3roBop no geny. MHbob6e30nacHOCTb»

NMpoeKTHas W BHeYypoO4YHaA M[OesTe/IbHOCTb, BHEKJ/IaCCHble
MeponpuaTus

o «VHTEepHeT-3TUKa®: obyyatoLimecs 8-9 KJlaCcCoB
pa3pabaTbiBatoT A9 YYUEHUKOB HaYaIbHOW LLUKObl MAaMATKY MO
npaBusiaM MoBeOeHnss B UWHTEPHeTe, WCNOoSb3ysa 3HAHUS,
MOJIlyYEHHble B paMKax 3aHaATUA. [lpe3eHTaumsa npoekToB
MOXXET MPOXOAUTb B PaMKax OOLLELLKOSIbHOIrO MEPONPUATUS.
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